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And now it is most commonly associated
with Linux and the Open Source Movement.

What is an OPERATING SYSTEM?

First we should clear up what an OS is.
Basically, it is the main connection between
us and the programs we wish to use. Sadly,
an operating system is not human so it does
not have free will, it only waits for the
programs to ask for certain resources and
then to connect them to the outside world.
Its purpose is to step in and make it easy for

us to write programs.

What exactly does OPEN SOURCE
mean?

Open Source refers to the philosophy of
free redistribution and permission to change
the parts of the product (software). One of consequences of Open Source movement in the
technology field is that the users of a certain software or programs are able not only to discuss and
collaborate, but also to contribute to it. Sacrificing the intellectual property rights and letting the




The term “open source” software is used by some people to mean more or less the same
category as free software. It is not exactly the same class of software: they accept some licenses that
we consider too restrictive, and there are free software licenses they have not accepted. However, the
differences in extension of the category are small: nearly all free software is open source, and nearly
all open source software is free.

— Free Software Foundation, http://www.gnu.org/philosophy/categories.html

While studying at MIT, Richard Stallman was faced with a dilemma: he was asked by a
company to fix their computers but he couldn’t do it.”Why was that?”, you may ask yourself... Well,
the answer is quite simple: the operating system was proprietary and those who had developed its
source code forbid the ability of editing the source code and sharing the OS. At that point he thought
“"This is wrong! | am not going to live this way" And from experiences like this he developed a
profound hostility to the idea of intellectual property and software.

When he realized that, as software developer, he could make a brand new alternative for the
proprietary OSes he quit his job at MIT and started developing the GNU operating system . In this way
he also managed to respect his values, as he later admitted : “ Not only could I gave myself a way to
keep using computers without betraying other people, but I'd give it to everybody else, too. Everybody
would have a way out of that moral dilemma. And so I realized this was what |
had to do with my life.”

You probably realized by now that Free Software can’t have a
copyright, or at least a normal copyright. Wanting to make sure about
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http://www.gnu.org/philosophy/categories.html

The kernel is the main component of most computer operating systems, and it could be call “the
bridge” between the hardware and the software. It manages the system's resources, allocating the to

all the other programs.

The Linux kernel

Unix consists of a large number of programs that
communicated with each other, so the GNU project had to done
program by program. It started with the basic tools: a C compiler,
a debugger, a text-editor etc. The last piece that had to be done
was developing a kernel to sit underneath the programs and be the
center of the operating system. By about 1990 they had
successfully developed that toolkit, and it was in wide use on great
many variants of Unix. But there was still no free kernel, but then
Linus Torvalds came along.

When Linus developed the kernel he wasn't doing it for the
GNU project. He released it on his own and the people who did
know about it decided to look for what else they could find to put
together with it to obtain a whole system. Not very long after they

had found all the pieces of the GNU system which was missing just the kernel, so when they put all

that together really they “invented” the GNU/Linux OS.






inserted will start. If the boot from
the DVD is successful then you
should see an image of Debian
where you will see the following
options: Install, Advanced options,
Graphical Install and Help. Of
course | pressed Install.

First | had to select the
language for the installation
process and for the menu. | chose
English because | was already
familiar with the commands. You
have the freedom of choosing any
other language give in the menu,

<Tab> moves;

1ified)

{Spacer selects;

<Enter:> activates buttons



[11] Choose language

Choose a country, territory or area:

Austria +

Azerbai jan

Belarus

Belgium

Bosnia and Herzegowina
Bulgaria

Croatia

Cyprus

Czech Republic

Denmark.

Estonia

Faroe Islands

Finland
France
Georgia

Gibraltar
Greece
Greenland

Next, another grey screen
appeared and | was asked to choose my
locale settings. I didn’t know very much
what was this about but I found out after
that this meant a short list of parameters which symbolized the language, the country and a special
variant preferences that the user wants to see in the user interface.

<Go Back:>

<Tah> moves; <Space> selects; <Enter> activates buttons

After this | chose my keyboard language in English because this is the keyboard | use although
it was a little difficult because the signs form German keyboard don’t match. That’s way after finishing
the installation when | was supposed to write a command | usually mistaken some signs and it had taken
me more time to write and execute the command.

From now on each setup step would be very important for the right configuration of my Linux
OS. The next grey screen showed the partition disks. I didn’t know much about this part of the
installation of a OS because every time I had my Windows reinstalled somebody did this part so I’ve
chosen USE ENTIRE DISK.

I was told to press enter a couple of times but not too fast so that I couldn’t miss the grey screen
where | was supposed to set up the users and passwords . Be careful to write them down in case you
forget them. The default password for the root user was in my case test so that we all had the same one. |
was able to change this password after finishing the installation so that no one could access the
administrative account.

I was now asked to enter my full name (the real one) and next to set up
my username and my password. Be careful that your username starts with a ENTER
lower case letter which can be followed by any combination of nhumbers and
other lower case letters. | was asked to use them each time | started up my
computer which had a Linux OS installed.



[1] Software selection |
At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
software.

Choose software to install:

=tem utilities

<Go Back: <Cont inue:

enter this command manually by entering in a terminal and typing aptitude install gnome. But before
this my system rebooted and that meant I installed an OS correctly.

If you manage to get here you are now one of the 60 887 879 users that have a Linux OS on their

computer. Congratulations!
| |

| [1!] Finish the installation |

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove
the installation media (CO-ROM, floppies), so that you boot into the new system rather
than restarting the installation.

<G0 Back: <Continues
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e commands that we have written on the command line are going to be read and interpreted by
the shell. The shell is a programming environment that can be used to perform tasks. We used the most
common shell, called bash (the Bourne-Again Shell - /bin/bash). Other shells we learnt about were: the
Bourne Shell (/bin/sh), the Korn Shell (/bin/ksh), the C Shell (/bin/csh) and Tom’s C Shell (/bin/tcsh).

From now on we are going to concentrate only on the commands we use, taking into consideration that
every user has to know them very well, and type them correctly, because if we mistype a letter or a
space nothing or something wrong will happen. We also have to know exactly what command is used
for a certain task. After every command you must press Enter.

1. User administration

The first question of any new user would be how to log in. Let us tell you what we have done. We have
to open the Root Terminal (Applications- Accessories- Root Terminal) and if we want to log in as a
user, we have to type su username and then the password of the user. We also needed to add new users,
so the tutor presented the command that we should use: adduser username. Be careful! You will have
difficulties if you forget or mistype the password, as you will not be able to log in. Believe us, we have
already experienced such issues. You can also change you password with the command passwd
username. What would you do if you forgot who you are? We have a suggestion that may help you: the
command whoami, which shows the current user. When we were logging out, we were using the exit
command. And because we discussed this subject, we thought that last (who was logged in) and w (who
is logged in) commands should be also reminded. We also learned how to create (groupadd newgroup)
and delete groups (groupdel newgroup). To add a user to a certain group, we had to issue the command
gpasswd —a username group. It would be useful to know the IP address assigned to your computer, as
it must be used when your neighbour want to connect to your PC, so you can use the command ifconfig.
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Let’s win LIN !

eth0 Link encap:Ethernet HWaddr 00:17:31:83:99:20
inet addr:192.168.0.253 Bcast:192.168.0.255 Mask:255.255.255.0
inet6 addr: fe80::217:31ff:fe83:9920/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:2314 errors:0 dropped:0 overruns:0 frame:0
TX packets:932 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:781222 (762.9 KiB) TX bytes:109565 (106.9 KiB)

Interrupt:20 Base address:0xdc00

Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:8 errors:0 dropped:0 overruns:0 frame:0

TX packets:8 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:0
RX bytes:480 (480.0 B) TX bytes:480 (480.0 B)

If we wanted a new IP address, we would use the dhcpcd command, which allows hosts on a TCP/IP
network to request and be assigned this kind of addresses. Being part of a group means also to share
files, so we were taught how to change permissions and ownerships. We can operate with a file in 3
ways: we can read, write or execute it, so there is a kind of code that is assigned to every file showing
what can an user, group or another person do with it.

This is what such a code looks like: -rwx------
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How “-rwxr-x--x"is equivalent to “751”

r

owner group other

read
write
execute

Sum -->




root@teodoracrasmareanu:/home/teodora# touch filenamel
root@teodoracrasmareanu:/home/teodora# touch filename2

root@teodoracrasmareanu:/home/teodora# echo textl > filenamel

root@teodoracrasmareanu:/home/teodora# cat filenamel

textl

root@teodoracrasmareanu:/home/teodora# echo text12 > filenamel
root@teodoracrasmareanu:/home/teodorat cat filenamel

text12

root@teodoracrasmareanu:/home/teodora# echo text13 >> filenamel
root@teodoracrasmareanu:/home/teodorat cat filenamel

text12

text13

root@teodoracrasmareanu:/home/teodora# mv filenamel filename2
root@teodoracrasmareanu:/home/teodorat# cat filename2

text12

textl3

The directories can be copied by using cp —r /dirl/ /dir2/ . The command pwd shows the current
directory.

root@teodoracrasmareanu:/home/teodora# pwd

/home/teodora

In order to change the directory, we have to use the command cd. For example, with cd ~ we can change
the directory to home, with cd .. we can go one directory up and with cd /path/directory we can change
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mii-tool command. Now, then we are sure that our PC is connected, we are able to download files and
applications from any internet page, using the non-interactive command wget (Example: wget
http://192.168.0.210/Excercisel.pdf).

5. System Information

The first test we had, at the beginning of the last week, revealed that we mistook df —h for fdisk —I
/dev/sda (instead of sda, there can be also sdb, sdc, or sdd, for different hard drives). While df —h shows
the harddisk usage, fdisk —I /dev/sda lists the current harddisk layout (the partition tables).
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root@teodoracrasmareanu:/home/teodorat fdisk -1 /dev/sda

Disk /dev/sda: 160.0 GB, 160041885696 bytes

255 heads, 63 sectors/track, 19457 cylinders, total 312581808 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

1/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x000af5c4

Device Boot  Start End Blocks Id System
/dev/sdal * 2048 308654079 154326016 83 Linux
/dev/sda2 308656126 312580095 1961985 5 Extended

/dev/sda5 308656128 312580095 1961984 82 Linux swap / Solaris

root@teodoracrasmareanu:/# df -h

Filesystem Size Used Avail Use% Mounted on

rootfs 147G 14G 126G 10%/

udev 10M 0 10M 0% /dev

tmpfs 95M 632K 94M 1% /run
/dev/disk/by-uuid/5460451b-4ad6-4407-b112-0fd17e406f83 147G 14G 126G 10% /
tmpfs 5.0M 0 5.0M 0% /run/lock

tmpfs 190M 152K 189M 1% /tmp

tmpfs 190M 568K 189M 1% /run/shm

Other two important commands are Ispci (displaying information about all the PCI devices) and Isusb
(showing information about all the USB devices).




‘

root@teodoracrasmareanu:/# Ispci

00:00.0 Host bridge: Advanced Micro Devices [AMD] nee ATI Radeon Xpress 200 Host Bridge (rev 01)
00:01.0 PCI bridge: Advanced Micro Devices [AMD] nee ATI RS480 PCI Bridge

00:12.0 IDE interface: Advanced Micro Devices [AMD] nee ATI IXP SB400 Serial ATA Controller
00:13.0 USB controller: Advanced Micro Devices [AMD] nee ATI IXP SB400 USB Host Controller
00:13.1 USB controller: Advanced Micro Devices [AMD] nee ATI IXP SB400 USB Host Controller
00:13.2 USB controller: Advanced Micro Devices [AMD] nee ATI IXP SB400 USB2 Host Controller
00:14.0 SMBus: Advanced Micro Devices [AMD] nee ATI IXP SB400 SMBus Controller (rev 11)
00:14.1 IDE interface: Advanced Micro Devices [AMD] nee ATI IXP SB400 IDE Controller

00:14.3 ISA bridge: Advanced Micro Devices [AMD] nee ATI IXP SB400 PCI-ISA Bridge

00:14.4 PCl bridge: Advanced Micro Devices [AMD] nee ATI IXP SB400 PCI-PCI Bridge

00:14.5 Multimedia audio controller: Advanced Micro Devices [AMD] nee ATI IXP SB400 AC'97 Audio Controller
(rev 02)

01:05.0 VGA compatible controller: Advanced Micro Devices [AMD] nee ATl RS400 [Radeon Xpress 200]
02:02.0 Ethernet controller: Realtek Semiconductor Co., Ltd. RTL-8139/8139C/8139C+ (rev 10)

02:0a.0 FireWire (IEEE 1394): VIA Technologies, Inc. VT6306/7/8 [Fire II(M)] IEEE 1394 OHCI Controller (rev 80)
root@teodoracrasmareanu:/# Isusb

Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

Bus 002 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub

Bus 003 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub

Bus 001 Device 003: ID 0424:2228 Standard Microsystems Corp. 9-in-2 Card Reader

Bus 002 Device 002: ID 046d:c046 Logitech, Inc. RX1000 Laser Mouse




6. Stopping processes

If a process doesn’t work properly, we have to stop it, so we can choose from 2 main commands: Kill
and Killall. The processes can be stopped in many ways, depending on the signal we are using:

1 or SIGHUP = hangup or disconnect the process

20or SIGINT = interrupt the process (same as Ctrl+C)

3or SIGQUIT = quit

9 or SIGKILL  =kill the process through a kernel call

15 or SIGTERM = terminate a process “nicely” (this is the default signal)
One example would be the following one: Kill -9 5445 (kill -SIGNAL PID of the process)

If we don’t know the PID of the process, we can use Killall command (killall -SIGNAL name of the
process, for example killall -9 gimp)

7. Mounting Filesystems

Mounting is a mechanism used by the OS to access resources on a hard drive. There are some useful
commands, that serves to attach the file system found on some device to a certain directory and we
learned about: mount filesystem directory (Example: mount/dev/cdrom/mnt) and umount
filesystem directory (Example: umount/dev/cdrom).
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Learning the

O'REILLY*

Our tutor insisted on getting our system up to date, so firstly, dothe
universal steps “aptitude update” and “aptitude upgrade”. This way, your
VIM will work nicely every time.

A command that was used, as far as | know, more than once, was the
online-help for the VIM program. I just typed “:help” and my friend, the
Internet, showed me every single detail about the text editor. That’s how we learned to launch VIM
with the simple command “vim [filename]”. From now on, only our tutor could reveal the dark
secrets hidden in those empty lines or in the strange so-called words which appeared in front of us.
Well, keep calm and learn how to use VIM. Don’t panic because you can’t leave the page and you
don’t know how to write anything on the screen. Just follow the tutor’s instructions. First of all,
press “INSERT”. That would work fine if we knew what was the German version. | forgot to
specify that we all have German keyboards. So “ENTF” instead of the popular “INSERT”.

Magic ! Now we can move the cursor and delete some parts of the file or add something to it. Well,
in a file opened with VVIM, you can use every single basic command you learned until now. Then,
you just need to press “:w” to save all the changes you have made and, to exit the program, issue
the command “:q”. If you don’t want to modify anything to the file, well, you could just leave VIM
by pressing “:q!” and everything will be just fine.
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COMMIT ENTTAMC
" y \_\_J Vitvid t—/]. \4\_
£ o

G +

# Please enter the commit message for your changes. Lines starting
H with '#’ will bhe ignored, and an enpty message aborts the commit.
# On branch nacte:

f Initial commit

Cuse "git rm —-cached <{file>..." to unstage)

new file: css/default.css
new file: css/reset.css
new file: index.php

new file:  js/jguery-min.js

c:\nESitc\.ait\COHHlT_EDITHSG[0] Lunix] <05:47 24/18/20089) 1,15 All

\ vy

I think the main difference between VI and VIM is the text color. VI only operates with white
words, written on a black screen. But, when using VIM, a burst of color is noticed instantly. Every
command has its color, so it’s easier to find a certain section in a huge file. But that’s not the only
difference : we found out that we don’t need to press any key to edit the text in VI. Just act like you
are using Microsoft Word, for example, or Notepad. The exit could be done by pressing the “CTRL
+ X” combination; after that, you will be asked if you want to save your changes. That’s up to you.
We now use the VIM program for editing almost every file. We have even created our own file,
which we edited as we wanted. The freedom can easily be felt while using Linux programs. The
single condition, from as I know, is to type correctly every single command. Otherwise, your
Gentoo installation, for example, won’t work properly and you will start to count the errors shown
by newly installed version of Linux.

22



install” command I mentioned before ? Hope so, because this is the combination we were going to
use : “aptitude install gnome”. After pressing “Enter”, we all thought that this process would last
forever. Packing, unpacking, answering questions .. too many things to do when you just want to
see some colors on a screen.

No errors. That seemed to be good. And it was. When we opened our computers the next day, we
had a nice background, which looked exactly like this: :

Applications Places Tue Oct 18, 11:45 AM

Computer
X

¥




NEXT we 1nmstatlied tne imterrace iiIsitnothe conmmmana antinqae

install kde-plasma-desktop” and everything was really good.
Better than anything, considering the fact that we were all tired
of waiting for a new desktop. After we waited a while, the
process completed and we needed to restart our pc’s and choose
from a table which interface we wanted to use. | felt special <
because | had a variety of possibilities (only 2, but in Windows, P 4 ) o)
there is only 1, as far as | know).

The screen started to act weirdly. Now, it’s cyan, with a great design in the middle of the desktop. I
liked it very much and | wanted to use it for the rest of the probation, but it was easier to follow the
tutor’s steps when we used the same version of desktop. Just my luck.

| started to activate every single button because that environment was so nice. | really think that
another job of it is to calm down the spirits, owe to his colors. It was even a Dolphin in the left
corner. That was the file manager and it was cute. Press F3 and voila! Two tabs appeared in the
Dolphin program.
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Grass jpg selected (3.2 MiB)

Calendar

June 2011 > So.Jun122011

Sun Mon Tue Wed Thu Fri Sat « Holiday Pinksteren
1[2]3 4 (Netherlands)

Mo. Jun 132011

17 18
24 25

Playing with programs in Linux is funny, but actually personalize your newly installed interface is
even more attractive. This lesson was my favorite. Colors, buttons to press, drawings, what else do
you wish on a computer ? Or in the real life ?
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HOW TO WORK WITH IT?

000 Usreotfice
fle (48 Yeew Iooh Window Help

As | mentioned before, it presents
0 LibreOffice 3 many similarities with Microsoft,
which made me pretty pleased with

the offered packet, giving us six

feature- rich application for all kinds

of documents and data processing
needs: Writer, Calc, Impress, Draw,
Math and Base.
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The tools used to edit the images can be accessed from the toolbar, through menus and dialogue
windows. You will find filters and brushes and tools for transformation, selection , layer and
masking. A funny thing is that when you paint with the brush the output color slowly changes.
Confusingly, GIMP uses two types of color palettes (indexed and normal ) but maximum number of
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messaging programs, chat rooms and video conferencing.
2) Permit sharing of files, data, and other types of information
¢ In anetwork environment, authorized users may access data and information stored
of other computers on the network.
3) Share network and computing resources
¢ In a networked environment, each computer on a network may access and use
resources provided by devices on the network, such as printing a document on shared
network printer.
4) May be insecure
e A computer network may be used by computer hackers to deploy computer viruses
of worms on devices connected to the network.
5) May be difficult to set up
e A complex computer network may be difficult to set up by average users. Also, it
may be expensive for companies to hire trained men for this job.

As you can see, similar to the most useful things, it has some drawbacks.
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Computers not connected to the internet
such as factory machines that
communicate only with each other via
TCP/IP don’t need unique IP addresses. There are currently 3 types of IPv4 addresses for
private networks: 10.x.x.x., 172.y.x.x, 192.168.x.X, where X is a number from 0 to 254,

i
Thirty-two bits (4 x 8), or 4 bytes

and y form 16 to 31.

2. The rapid exhaustion of IPv4 address

space, determined engineers to An IPvE address {in hexadecimal)
explore new technologies to expand 2001:0DB8:AC10: FE0L:0000:0000:0000:0000
the Internet’s addressing capability. + + + + | !
The solution was to redesign the 2001:0DB8:ACL0: FEQL: Ze=roescan 'be omitted
Internet Protocol itself. The new

generation’s size was increased from \ \\\‘

32 to 128 bits' The neW address e v errerrer o Eee e el RO BTl ER e e e T Tl B le e et e e e oS RERE Rl e e r e TR

provides the potentioal for a
maximum of 2?8 unique addresses.

Firewalls and IP blocking

Firewalls are the most important tools for a network’s security. They are meant to protect
networks from unauthorized access. Usually, they control the access to networks based on the IP address
of the client computer. The blocked IP address, is the one perceived of the client, meaning that if he is
using a proxy server, blocking one IP address may block more than one computer. We had to modify the
firewall’s settings a few times, due to the high security level of the network.
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D0001010.00001010.00000001.001

27 bits

10.10.1.44 matches 10.10.1.32/27

00001010.00001010.00000001.001] |

but 10.10.1.90 does not !

D0001010.00001010.00000001.010" |

A

/
?

DON'T GIVE AWAY YOUR PASSWORD TO
ANYONE WHO MIGHT BE LISTENING!
Always use SSH (Secure SHell) when commecting
to Computer Science Department hosts, instead of
telnet or rsh. For more information:

http://www.cs.und.edu/faq/ssh. htal




File Edit View Search Terminal Help

root@tudor:/home/turby# ssh -p5555 root@l92.168.0.191

The authenticity of host '[192.168.08.191]:558585 ([192.168.0.191]:55585)"' can't be
established.

ECDSA key fingerprint is 6e:0l:af:lc:l6:de:dd:24:d6:7a:b3:1d:79:f0:80:72.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[1892.168.0.191]:5555"' (ECDSA) to the 1ist of known h
osts.

root@l92.168.0.191"'s password:

Linux mickeypc 3.2.0-2-686-pae #1 SMP Mon Jun 11 18:27:04 UTC 2012 i686

The programs included with the Debian GNU/Linux system arckfree software;

the exact distribution terms for each program are described in the
individual files in /fusr/share/doc/*/copyright.

Debian GHU/Linux comes with ABSOLUTELY MO WARRAMNTY, to th
permitted by applicable law.

Last login: Tue Jun 26 11:29:83 2012 from localhost
root@mickeypc :~# killall -9 chromium

root@mickeypc i ~#

root@mickeypc :~# rebootl




File Edit Wiew Search Terminal Help

root@tudor:~# cd /etc/ssh

root@tudor: /etc/ssh# 1s -al

total 184

drwxr-xr-x 2 root root 4096 Jun 26 11:24

drwxr-xr-x 128 root root 12288 Jun 27 09:00 ..

-rw-r--r-- 1 root root 136156 May 26 15:03 moduli

rocot root 1671 Jun 26 11:24 ssh _config

root root 2485 Jun 26 10:05 sshd config

root root 668 Jun 12 12:34 ssh_host dsa key

root root 600 Jun 12 12:34 ssh_host dsa key.pub
root root 227 Jun 12 12:34 ssh_host ecdsa key
root root 172 Jun 12 12:34 ssh_host _ecdsa_key.pub
root root 1679 Jun 12 12:34 ssh_host_rsa_key
SPW-r- - 1 root root 392 Jun 12 12:34 ssh_host_rsa_key.pub
root@tudor:/etc/ssh#

root@tudor:/etc/ssh#

root@tudor:/etc/ssh#

root@tudor:/etc/ssh# vim /etc/ssh/ssh_config && vim /etc/ssh/sshd_configl

1
1
=
1
1
=
1
1
=

Once we found the files we edited the Ports and the Password Authentication option.

It is best if you have the VIM program preinstalled for easy editing.

File Edit View Search Terminal Help
CheckHostIP yes
AddressFamily any
ConnectTimeout 0
StrictHostKeyChecking ask
IdentityFile ~/.ssh/identity
IdentityFile ~/.ssh/id rsa
IdentityFile ~/.ssh/id dsa
Protocol 2,1
Cipher 3des
Ciphers aesl28-ctr,aesl192-ctr, aes256-ctr,arcfour256,arcfourl28, aes128-cbc, 3d
s-chc

MACs hmac-md5, hmac-shal,umac-64@openssh. com, hmac-ripemdl160

EscapeChar ~

Tunnel no

TunnelDevice any:any
PermitLocalCommand no
VisualHostKey no
ProxyCommand ssh -q -W %h:%p gateway.example.com
SendEnv LANG LC_*
HashKnownHosts yes
GSSAPIAuthentication yes
GSSAPIDelegateCredentials no

#
#
#
#
#
#
#

#
#
#
e
#
#
#
#
#
#
#
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= I Package generated configuration file
~ # See the sshd config(5) manpage for details

# What ports, IPs and protocols we listen for

Port 1111

# Use these options to restrict which interfaces/protocols sshd will bind to
#lListenAddress ::

#ListenAddress 0.0.0.0

Protocol 2

# Change to no to disable tunnelled clear text passwords
PasswordAuthentication no

2. Then we had to create the ssh keys with the ssh-keygen command and locate them in the
specified folder. To check if they work set them as part of our own authorized keys in order to connect
to our own PC and see if they work properly. We then had to reset the ssh daemon, unfortunately the
restart option wasn’t working properly at the time so we had to terminate the process first and then start
it again.

File Edit WView Search Terminal Help

turby@tudor:~% ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/turby/.ssh/id rsa):
Jhome/turby/.ssh/id rsa already exists.

Overwrite (y/n)? n

turby@tudor:~$ cd /home/turby/.ssh

Jun 26 11:087 .
drwxr-xr-x 36 turby turby 4096 Jun 27 09:17 ..
-rw-r--r-- 1 turby turby 393 Jun 26 11:07 authorized keys
1 turby turby 1675 Jun 25 12:55 id rsa
-rw-r--r-- 1 turby turby 393 Jun 25 12:55 id rsa.pub
SrwW-r--r-- turby 984 Jun 22 13:30 known_hosts
cat .ssh/id rsa.pub >> .ssh/authorized keys]j

root@tudor:~# killall -9 sshd

root@tudor:~# /etc/init.d/ssh start

[ ok ] Starting OpenBSD Secure Shell server:
root@tudor:~# |j

We then tried to connect to our own computer and it worked, even if the connection itself was
basically useless, we knew that it worked.




"~turby@tudur:fruct$ ssh localhost

The authenticity of host '[localhost]:1111 ([127.0.0.1]:1111)" can't be establis
- |hed.

ECDSA key fingerprint is 03:4e:85:f5:23:4b:a/:85:2c:24:e4:42:29:af:79:e2.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[localhost]:1111' (ECDSA) to the 1ist of known hosts
Linux tudor 3.2.0-2-686-pae #1 SMP Mon Jun 11 18:27:04 UTC 2012 i686

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in Jusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY MO WARRANTY, to the extent
permitted by applicable law.

Last login: Tue Jun 26 11:27:18 2012 from localhost
turby@tudor:~$ |

3. After that we sent the public key to the target computer via scp, an ssh based command used
for sending files.

root@tudor: /home/turby# scp -P22 /home/turby/.ssh/id rsa.pub root@lS2.168.0.122:
/home/turby/ .ssh/authorized_keysl|l

We had to use a special parameter (-P22) to change the Port because it was different from our
current one. It would have been easier to change the target computer’s port beforehand, but we did it
afterwards, using the same commands as in step 1.

root@tudor:/etc/ssh# vim /etc/ssh/ssh config && vim /etc/ssh/sshd_config]}
root@tudor:~# killall -9 sshd

root@tudor:~# /etc/init.d/ssh start

[ ok ] Starting OpenBSD Secure Shell server: sshd.

root@tudor:~# |j

4. Having finished everything, we tried the connection and it finally worked, after much trial and
error (of course, many mistakes were made during the configuration).

root@tudor:/home/turby# ssh turby@l92.168.0.122
Last login: Tue Jun 26 15:58:21 CEST 2012 from 192.168.0.206 on pts/l
turby@Tudorel ~ $ |
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~ % sudo aptitude install kompozer

Reading package lists... Done

Building dependency tree

Reading state information... Done

Reading extended state information

Initializing package states... Done

The following MEW packages will be installed:
kompozer

The following packages will be REMOVED:

localechooser-data{u}
@ packages upgraded, 1 newly installed, 1 to remove and 24 not upgraded.

Need to get 8641kE of archives. After unpacking 26.6MB will be used.
Do you want to continue? [Y/n/7]




=

| , Let’s win LIN !
—————— ——————————
* displayed. As usual, this may be a full search expression; for instance, “aptitude search '~N" will list all
““new” packages.
Example: aptitude search squid; aptitude search iTunes etc.

Remove, purge, hold commands are the same as “install”, but apply the named action to all
packages unless specified otherwise. For example the command “aptitude remove ‘x’” will remove all
packages whose name contains ‘x’.

Clean command removes all downloaded and cached packages

Markauto, unmarkauto mark packages as automatically installed or manually installed,
respectively. You may specify packages using the same syntax as before, including specifying actions to
be performed. For example “aptitude markauto ‘libs’” will mark all packages in the ‘libs’ section as
automatically installed.

Very important: aptitude update and aptitude upgrade!

Aptitude update updates the list of available packages from the master service

Aptitude upgrade upgrades installed packages to their most recent version. Installed packages will not be
removed unless they are unused; packages which are not currently installed will not be installed.

Note: To have the latest versions of your applications, you should update and upgrade daily.

ation—en_GE
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Price

Flexibility

Linux operating systems allow
users to read and modify the
source code.

Most versions of Linux are and
will remain free.

In order to efficiently use Linux,
the user must know the basic
commands.

Linux is and has always been a
very secure system.

Most companies don’t include
Linux support for their devices.

Support is given by a large
community of users, but
sometimes it can be very slow.

The user can configure the
system to his own needs.

Users are not allowed to enter the
source code.

Microsoft Windows’ license costs
around 100$.

For a new user, Windows is still the
easiest choice.

Most viruses, malware and other
dangerous programs are designed for
Windows OS.

Because it is the most popular, all the
companies make their devices
compatible with Windows.

Windows has its own help but it can
also provide paid but fast support.

In Windows you are stuck with what
they think it’s good for you.







